Baltic Hybrid Threat Daily Report

Report date: 2026-07-07

Region: Baltic states and Poland

This report is generated automatically from open-source monitoring data.

Executive summary

Threat Index 29.85
Threat Level GUARDED
Events 565
Incidents 287
Activity 62
Indicators 84
Assessments 132
Highest event score 87

Subtype breakdown

SUbtype Score total

Incident 11 468
Activity 62 894
Indicator 84 564
Assessment 132 0

Country overview
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Regional 23.68
Poland 188 94 23.34
Latvia 58 34 23.50
Estonia 51 19 17.71
Lithuania 34 17 21.50
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Top threat drivers

Drone Incident
Critical Infrastructure
Cyber

Sabotage

Gps Interference
Military Provocation
Espionage
Disinformation
Border Pressure

Migration Pressure

Actor exposure
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Critical events

Russia plans to attack Ukraine or NATO from Belarus, Poland Incident
Zelensky says - The Kyiv Independent

87 Russian Electronic Warfare Units in Kaliningrad Are Regional Incident 2 46
Redirecting Ukrainian Drones Toward Finland and
Baltic States - e EEEEEEEE

78 NATO fighter jets shoot down drone from Russian Latvia Incident 2 46
over Latvia - Al Jazeera

74 Canadian spy agency reports hacking three criminal Regional Incident 1 38
groups in 2025

72 NATO ally Romania reports increased rate of Russian  Poland Incident 1 38
drone incursions, fighter alerts - ABC News - Breaking
News, Latest News and Videos

70 Poland Water Treatment Plants ICS Breached by Poland Incident 1 38
Russian and Belarusian APTs: 2025 Attack Exposes
Critical Infrastructure Security Gaps - Rescana

69 ESET attributes DynoWiper-powered attack on Poland Incident 2 46
Poland’s power grid to Russia-aligned Sandworm
group - Industrial Cyber

68 Russia’s Spy Agency Claims Ukraine Plans to Launch = Latvia Incident 1 38
Drone Attacks From Latvia - The Moscow Times

67 Two undersea cables in Baltic Sea cut, Germany and  Regional Incident 1 38
Finland fear sabotage - Reuters

66 Lithuania sees no signs of Russian attack on Baltics Lithuania Incident 2 56
but warns of sabotage risk - The New Voice of Ukraine

66 CERT Polska reports coordinated cyber sabotage Poland Incident i 48
targeting Poland’s energy infrastructure - Digital
Watch Observatory

66 Poland traces December cyberattacks on 30 energy Poland Incident 1 48
sites to Russian spy agency - Euromaidan Press



Methodology

Event-based rule-driven OSINT threat intelligence model.

Pipeline

- RSS and HTML source collection
- Threat relevance filtering

- Event clustering

- Primary country assignment

- Threat ontology classification

- Confidence scoring

- Threat Score Engine v2

- Dashboard-optimized output

Event ontology

Incident: Reported operational event such as drone incident, cyberattack, sabotage, border event or GPS interference.
Activity: Security or military activity shaping the threat environment.

Indicator: Early warning or information signal.

Assessment: Strategic, institutional or analytical background. It is not counted into the operational threat index.

Warning

This dashboard is an OSINT monitoring aid. It does not confirm attribution and should not be treated as an official threat
assessment.



